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Global Law Firm Evens the Odds 
Against Cyber Attackers

“Illusive stood out for its unique approach. 
By planting realistic deceptions that perfectly 
match our environment and tripling the number 
of hosts an attacker sees, we can quickly force 
him to make a wrong choice.”
- Manager of IT Security Operations

The Company
This company has provided legal services to large public 
companies, private equity firms, and financial institutions 
for more than 85 years. Its lawyers regularly advise 
clients globally on their most complex litigation, corporate, 
restructuring, and tax and benefits matters. 

The Challenge 
Clients around the world seek advice and representation 
from this company. With more than 1,000 lawyers based 
across three continents, the firm blends legal skill with local 
presence to deliver coordinated advice that helps clients 
achieve their goals. The firm’s security team defends its 
assets, client data, and systems from the ever-present risk of 
cyber attack. 

Prior to deploying Illusive, the firm relied on layered security 
around its perimeter and across its endpoints. However, 
there was growing concern about threat actors intent on 
stealing sensitive client data, financial information, and 
intellectual property. 
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CHALLENGE

 ■ Strengthen defenses inside the network to 
quickly detect an attack in process

 ■ Proactively defend all manner of confidential 
client information

 ■ Reduce false positives and speed incident 
response

SOLUTION

 ■ Illusive Attack Detection System

RESULTS

 ■ Gained instant detection to attacker 
presence inside the network

 ■ Tripled the size of the deceptive attack 
surface to gain a defensive advantage

 ■ Accelerated incident response triage with 
rich forensics

 ■ Boosted ability to safeguard clients’ 
confidential information

The Solution
After evaluating traditional honeypot solutions, the firm 
chose Illusive’s endpoint-based deception approach. Attack 
Detection System (ADS) makes it impossible for attackers 
to move laterally by transforming every endpoint into a 
web of deceptions.  ADS deterministically accelerates 
threat detection by identifying threats based on attacker 
interaction with deceptions, not probabilistic controls 
based on signatures or behaviors. Unlike other deception 
technologies that deploy agents or honeypots which 
can tip off or be exploited by the attacker, its agentless 
architecture prevents attacker detection. 

“An attacker only has to be right once to gain a foothold 
while we have to defend thousands of endpoints correctly 
all the time,” said the Manager of IT Security Operations. 
“We wanted to even the odds by forcing an attacker to find 
the ‘needle in the haystack’ and thus give away his position, 
and we realized deception technology would help us 
achieve this objective.”
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High-Fidelity Alerts Inspire 
Confidence
The firm’s deployment of Illusive was rapid, and they 
have configured the solution to send Illusive alerts to 
their SIEM, where event data can be correlated with data 
from other security controls. If a deception is triggered, 
Illusive instantly alerts the team. Security teams gain 
even deeper visibility and control by integrating Illusive 
with its Carbon Black solution to automatically isolate a 
threat and strengthen policies on other controls, such 
as firewalls. Illusive deceptions and the ability to expand 
integration with other security defenses are helping the 
law firm even the odds against dangerous attackers.

Illusive only alerts when an attacker engages with a 
deceptive asset. When an attacker triggers a deception, 
Illusive immediately begins capturing forensic data from 
the system where the attacker is operating, allowing 
the security team to see the proximity of an attacker 
to critical business systems. Real-time forensics are 
presented in an actionable format and enriched with a 
picture of potential business risk.

“By planting realistic deceptions that perfectly 
match our environment and tripling the number 
of hosts an attacker sees, we can quickly force 
him to make a wrong choice.”

“

Built by Attackers to Stop Attackers
The Illusive Active Defense Suite enables organizations to create an environment that is hostile to 
attacker activities. Active Defense is vital part of a diversified detection strategy, filling an important 
attacker lateral movement detection gap in existing perimeter defenses. Each of the products in 
the Illusive Active Defense Suite play an important role in preventing attackers from achieving their 
objectives by creating a hostile environment and accelerating the time to detection for an attacker 
that has established a beachhead.


